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Making SASE Real
for Your Organization
Actionable steps you can take to implement
Secure Access Service Edge (SASE) solutions
for securely connecting people to the data
they need
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What is SASE and
What Problems Does
It Solve?
Cybersecurity leaders and decision-makers are already looking at
how the SASE architecture can help them improve how they safely
connect their users to the data, applications, and resources they
need to be productive in a rapidly changing world. In this eBook, we’ll
help you discover the best ways to get started on implementing some
of the many advantageous networking, web, data and cloud security,
and connectivity solutions enabled by this powerful, emerging
technology model.
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Why Did SASE Get Created?

Let’s start with a quick recap
of what SASE is and why it
has emerged as the favored
architecture for meeting
evolving networking and
cybersecurity challenges in
increasingly cloud-based IT
environments.
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What is SASE?
SASE, short for Secure Access Service Edge,
is an emerging security and networking
architecture model first proposed by Gartner
in 2019. It recommends building a converged
networking and security architecture that brings
together a wide range of essential capabilities
for connecting and protecting users wherever
they work—at home, in an office, at remote
locations, or on the road. It is built around the
use of unified, cloud-native services that makes
it easier and less expensive for enterprises to
deliver reliable, seamless security everywhere.
SASE is not a product, but a comprehensive
architecture reference model to help
enterprises take a fresh approach to securing
edge connectivity.
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Why Do We Need SASE?
The need for SASE emerged as security evolved
to meet the needs of digital transformation:
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→ People now work remotely from more places
outside of traditional workspaces than ever before.

Web Security
URL Filtering
CASB
Sandboxing
RBI

→ Business data, and applications using that data,
are rapidly moving to or are already in the cloud,
changing how people connect to them.
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→ To maintain performance, many organizations with
multiple sites and remote users are connecting
directly to the internet and cloud apps using
technologies like SD-WAN, bypassing centralized
premises-based security gateways.
→ As a result, more business now happens outside
the boundaries of the traditional enterprise rather
than inside, shifting the focal point of networking
and security from the data center to the cloud.
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In short, SASE represents a new approach
designed to help security and risk management
leaders address the changes posed by digital
transformation. Security must follow people and
data to protect them wherever they are. The
old gateway-centric approaches that assumed
everybody connected through a central office
simply can’t scale up to secure modern network
traffic, remote workers, and branch offices.
SASE offers security and IT leaders a way to
reduce complexity in their environments while
ensuring that access and data remains safe. Old
approaches had gaps and redundancies that
not only made them less effective at protecting
networks, people, and data, but also more
difficult to manage, especially as the number
of people, places, apps, etc. increase in an
organization’s IT environment.
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Starting the SASE
Journey in Your
Organization

SASE Solutions
address multiple types of needs

Where should you seek SASE buy-in?
In most organizations, the key audiences for SASE solutions can be
broken into two camps: network security buyers and data security
buyers. Network security buyers are concerned with challenges like
securely keeping remote workers productive and safely adding new
branch offices to the network. Data security buyers are interested in
goals like improving data loss prevention to protect against external
attacks and internal threats that can lead to breaches, as well as
complying with governmental regulations and industry standards.
Each organization approaches SASE in its own way. To develop
your SASE roadmap and identify the correct people to involve first,
determine whether securing network connectivity or protecting data
is your greatest need. SASE can be applied to many issues; you may
find it easiest to start with one issue and work your way through larger
initiatives as needed:

Network Security

Data Security

Work-from-home
or branch security

Protecting data
stored in the cloud

Zero Trust Network
Access or SD-WAN
Security

Insider Threat
Protection
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Four Pillars of SASE
One way to educate people about
the SASE architecture is to help
them visualize the protections and
capabilities SASE solutions can
provide. Here’s how you can break
down the four core networking and
data security challenges addressed
by a converged SASE platform:
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Pillar 1:
Protecting User Access Against Advanced Threats
Remote workers using flimsy or non-existent
home network security measures can be easy
targets for attackers. A SASE framework creates
robust edge protection to safeguard against
these threats, using cloud-native firewalls and
web proxy services for remote workers and
external attackers. A strong SASE edge protection
solution will also layer in more complex defenses
like deep content inspection, advanced malware
detection, and remote browser isolation to
protect against the most sophisticated attackers.
Branch offices can also be quickly brought online
securely without the need for on-premises
security appliances, delivering all comprehensive
protection directly from the cloud.
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Pillar 2:
Enabling Reliable and Secure Connectivity
Remote and branch office workers must be able
to connect to the applications and data they
need to do their work. SASE enables the delivery
of efficient, reliable, secure connectivity that
streamlines access to external SaaS apps in
the cloud as well as to private proprietary apps
deployed through corporate data centers or in
private clouds. SASE solutions are typically used
first with branch offices (often connected over
SD-WAN) and remote workers (who connect
automatically via endpoint agent software). Old
approaches often forced users to toggle between
different ways of gaining access, like using a web
browser for SaaS apps and switching to a VPN
for private apps. SASE avoids this by integrating
access capabilities like cloud access security
brokers (CASB) and Zero Trust Network Access
(ZTNA) systems that work in both directions:
to keep attacks like ransomware out while also
keeping sensitive data in.
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Pillar 3:
Protecting Data Access Everywhere
With connectivity enabled and secured, a SASE
solution sets out to protect the data that is now
flowing between main offices, data centers,
branch offices, remote users, and the cloud. In
addition, endpoint data protection is integrated to
make sure that sensitive information doesn’t ever
leave employee devices inappropriately. SASE
solutions take a two-part approach to data loss
prevention (DLP), safeguarding data in motion
using cloud-based traffic controls and protecting
data at rest with a DLP agent on endpoints. In
a proper SASE architecture, the cloud-based
data protection capabilities and the endpoint
DLP agent work together to enforce a single set
of consistent, seamless data security policies. In
some use cases, hybrid data protection solutions
combining cloud-delivered capabilities and onpremises hardware will be appropriate.
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Pillar 4:
Continuously Assessing User Risk & Connected Trust
The old, static approach of enforcing “always
block or always allow” rules no longer works in a
world of dynamic network architectures and data
flows. Instead, a new generation of security is
emerging that uses advanced behavioral analysis
to “connect the dots” between people’s individual
actions across different systems over time to gain
insight into users’ intent and then assess the
level of risk they present at any given moment.
This makes it possible to define security policies
in terms of the risk associated with each person.
A human-centric SASE system can automatically
take a series of escalating precautions before
resorting to blocking user access entirely,
such as auditing their activity, asking for
confirmation of intent for an action, requiring
additional authentication, or even recording a
desktop session. This risk-adaptive approach to
security enables organizations to provide better
protection while actually reducing friction so that
workers are both safer and more productive.
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Drilling Down Deeper in
SASE Conversations
As your SASE discussions progress to
specific, actionable steps, you may find it
helpful to tie the benefits of SASE to overall
digital transformation goals—specifically
cloud adoption and preferences for
platform-based solutions:

SASE is about convergence in the cloud.
With organizations more distributed than ever
before, putting stacks of security technologies
at every location or using disparate products for
remote workers creates holes for attackers, costs
too much, and puts a strain on scarce IT resources.
SASE solutions provide a comprehensive way for you
to deliver advanced web, network, and application
security as a service from the cloud.
Learn more about SASE

SASE is geared towards platform-based solutions
that unify web, network, and app security.
Solutions like Forcepoint Dynamic Edge Protection
(DEP) implement the SASE model, weaving together
advanced security capabilities such as firewalling,
intrusion prevention, web content inspection,
malware scanning, URL filtering, application access,
and more into a single, unified cloud service.
This converged approach eliminates gaps and
redundancies to stop attackers from breaking into
your enterprise from the internet, web content, or
cloud apps—consistently, no matter where your
people work.
Request a Demo
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About Forcepoint
forcepoint.com/contact

Forcepoint is the leading user and data protection cybersecurity company,
entrusted to safeguard organizations while driving digital transformation and
growth. Forcepoint’s humanly-attuned solutions adapt in real-time to how people
interact with data, providing secure access while enabling employees to create
value. Based in Austin, Texas, Forcepoint creates safe, trusted environments for
thousands of customers worldwide.
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